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Abstract. The Internet of Robotic Things (IoRT) plays an important role in various applications that help to
make effective communication circumstances. However, the robots require the proper features about particu-
lar scenarios to make a clear decision. In addition, the system’s security, robustness and flexibility are difficult
to maintain while analyzing various robotic application-related scenarios. The difficulties are addressed using
integrated techniques such as Convolution Neural Networks (CNN) and Deep Q Networks (DQN) to improve
the overall robotic performance, such as object identification and abnormal behaviour prediction. Initially,
various scenarios of visual information are collected with the help of the camera. The gathered information is
processed using a convolution kernel and pooling layer for downsampling and extracting the features. The de-
rived hierarchical features are utilized to observe the scenario and identify the objects. The extracted features
are fed into the DQN approach, which utilizes the rewards in the reinforcement learning process to improve
decision-making efficiency. The decisions generated are used to fine-tune robotic performance in different
applications. Then, the system’s efficiency is evaluated in various real-time application scenarios in which the
IoRT system attains high robustness, security, flexibility, and reliability.

Keywords: internet of robotic things, sensor, convolutional neural network, deep-Q-network, robustness and
reliability

1 Introduction

The Internet of Robotic Things (IoRT) [1] is the combination of robotics [2] and the Internet of Things (IoT) [3].
Robots are connected to the Internet for effective communication, automation, and collaboration. The IoRT has
several key concepts, such as connectivity, sensor integration, collaboration, security, and privacy [4]. The [oRT
connects robots to the Internet to make ships, command, instruct, and collect information. The IoRT interconnect-
ed robots are effectively utilized for control and flung monitoring that helps to maximize the robot’s performance
and abilities [5]. Then, the IoRT enables sensor integrations like cameras, contact sensors, microphones, and var-
ious environments. Incorporating sensors enables robots to establish connections and identify their surroundings,
enhancing the informed choices available to them [6].

Furthermore, with [oRT, robots can carry out automated motion according to the specified parameters. Robot
autonomy movements are efficiently employed in several areas, such as agriculture, healthcare, logistics, and
manufacturing [7]. The IoRT system ensures the coordination and cooperation between humans and robots,
which helps to meet the objectives in various applications. In addition, the IoT-enabled robotic process provides
various knowledgeable information that makes effective decisions in a decentralized way, which maximizes
IoRT-based application productivity and efficiency [8].

The Internet of Robotic Things (IoRT) generates huge amounts of data from sensors, robots, and other de-
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vices. The statistics can be analyzed in real-time or stored for future assessment, providing valuable insights
for improving the overall performance of the robot, predicting safety needs, and making data-driven decisions.
Artificial intelligence (Al) approaches [9] can be utilized to examine and manipulate data, facilitating advanced
functionalities such as machine learning, natural language processing, and computer vision. Incorporating robots
onto the Internet increases security and privacy apprehension [10] as the robots and their data become linked to
the online network. Securing robots’ transmission, storage, and processing is essential to prevent unauthorized
access, data breaches, and misuse. Data collection by robots, particularly in sensitive areas like healthcare and
surveillance, may give rise to concerns over privacy. Security hazards refer to the risks associated with cyber
threats and data breaches [11]. The [oRT [12] design faces several difficulties: security risks, privacy issues, re-
liability, robustness, connection, and compliance with rules. These issues reduce entire robotic performance in
different applications. Hence, the IoRT design requires potential protocols, frameworks, and algorithms to mini-
mize computation difficulties. Several researchers established established a method based on channel feedback
to enhance physical layer security (PLS) in [oT systems [13]. However, they face privacy [14, 15] issues while
developing the IoRT-based robotic systems. Then, the security issues are addressed with the help of intelligent
learning techniques like Convolution Neural Networks (CNN) [16] and Deep Q Networks (DQN) [17].

Robots in ToRT systems need accurate and relevant information about certain situations to make informed
decisions. Identifying, extracting, and using the right features for different contexts is difficult, which may lead
to ineffective decision-making and a less efficient system. Data leaks, illegal access, and cyber-attacks are just a
few security risks to which IoRT systems are susceptible. The criticality and difficulty of ensuring strong security
measures to protect sensitive data and preserve system integrity cannot be overstated. Reliability and robustness
in the face of unpredictable interruptions are key requirements for [oRT systems. Resolving hardware problems,
communication failures, and environmental variations may impact the system’s overall performance and reliabil-
ity, an important part of ensuring robustness. IoRT systems must be able to incorporate new robotic applications
and adapt to changing conditions without requiring costly reconfiguration. Such adaptability necessitates using
adaptive algorithms and scalable structures, which may be challenging to develop and execute.

This study is motivated by the need to improve the performance of Internet of Robotic Things (IoRT) systems
by using the combined advantages of Convolutional Neural Networks (CNNs) and Deep Q-Networks (DQNs).
Our objective is to overcome the shortcomings of current methods by creating a unified system that can analyze
intricate sensory information and make the best choices instantly, resulting in enhanced efficiency and flexibility
of Internet of Robotic Things (IoRT) systems. The technical contribution includes efficient feature extraction and
effective decision-making in IoRT systems, which are made possible by this study’s innovative approach, which
blends CNNs with DQNs. Numerous studies confirm that our methodology is more successful than current ap-
proaches regarding decision-making speed, task accuracy, and system efficiency.

The integrated CNN and DQN approach has several learning and activation functions that reduce the security
difficulties in robotic applications. This study uses a camera as the sensor device that captures all the visual data
in the surroundings. The recorded visual information is processed by convolution networks that minimize the
computation difficulties while classifying the objects. The CNN extracts the hierarchical features from the visual
data, which is inputted into the DQN approach. The DQN approach utilizes the reinforcement learning technique
to help make effective decisions. Techniques like federated learning are employed to ensure the preservation of
individual privacy. The hybrid architecture minimizes connectivity problems and maximizes robotic performance
in different applications. In addition, it is utilized for continuous learning from user interactions, promoting
trust, engaging the user, and minimizing trust-related issues. This integration enhances the performance of IoRT
and incorporates adaptability, responsiveness, and ethical considerations. The proposed IoMT design novelty
is leveraging the strengths of both methodologies: the powerful feature extraction capabilities of CNNs and the
decision-making efficiency of DQNs. It enables more efficient processing and learning from high-dimensional
sensory data typical in [oRT environments.

Then, the overall objective and novelty of the study are listed as follows.

(1) Optimize the [oRT system design by incorporating the CNN and DQN techniques to enhance robotic per-
formance and efficiency.

(2) To improve the security measures by balancing the CNN and DQN to make the adaptive decision and mit-
igate the security threats in robotic performance.

(3) To establish an IoRT system to meet the robust, flexible, secure, and ethically acceptable requirements,
capable of adjusting to changing backgrounds and user demands, and promote acceptance and confidence in im-
plementing the IoRT.

Then, the overall paper is organized as follows: Section 2 discusses the various researcher’s opinions regard-
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ing the robotic performance in [oRT systems. Section 3 describes the working process of CNN and DQN ap-
proach to improve the IoRT robotic performance and the system’s efficiency, which is evaluated in section 4. The
conclusion is described in Section 5.

2 Related Works

Mahajan et al. (2023) [18] applied deep learning techniques in IoRT systems to create the robot motion detection
system. The main intention of this study is to develop a reliable and robust motion detection process. In addition,
the trustworthy framework is incorporated to manage the security of [oRT systems. The deep learning process
uses multiple layers to explore inputs that identify the movement of robots. The system’s effectiveness is evalu-
ated using an experimental study in which the system ensures fast and accurate movement detection. However,
the system faces difficulties and complexity while analyzing dynamic change environment-related robotic move-
ments.

Liu et al. (2020) [19] recommended reinforcement learning and imitation learning processes to develop smart
city robotic systems. This study uses the urban environment to identify changes in the surroundings. The deep
learning process uses rewards for every state and action that helps to identify the robotic behaviour. The rewards
predict every behaviour change that predicts the complexity of the urban environment. The effective utilization
of reinforcement learning maximizes the robot’s responsiveness and agility.

An Al-powered, real-time traffic monitoring system was developed by Kheder and Mohammed in 2023 [20].
The study aimed to develop a smarter, more adaptive monitoring system to enhance traffic management. To
avoid traffic problems, the study constantly explores urban traffic congestion. The researchers used deep learning
techniques and robotics enabled by the Internet of Things to create a system that can provide traffic patterns. The
results show evidence of the suggested system’s effectiveness and accuracy in real-time traffic monitoring and
analysis.

The critical issue of detecting and controlling wildfires through developing a cyber-physical system is the
subject of Battistoni et al. (2023) [21]. The system aims to recognize firefighting in wildfire scenarios. The infor-
mation is collected from the scenarios processed by applying deep learning. The learning process uses several
training patterns, which help to identify firefighting with limited resources. However, the system requires an
adaptable and robust infrastructure to improve wildfire detection accuracy with a minimum error rate.

Vermesan et al. (2020) [22] explore the IoRT system connectivity and platform to maximize the robotic inte-
gration framework. The main intent of this study is to explore the various researchers’ opinions, methodologies,
and trends in IoRT applications. The research work provides learning technologies to enhance overall robotics
productivity and collaboration. However, robotic systems face difficulties in managing compatibility during vi-
sual data analysis. Thamizhvani et al. (2021) [23] integrate various planning algorithms, control strategies, and
artificial intelligence techniques to improve [oRT performance. During the analysis, learning techniques were
utilized to understand the environmental conditions, which helped to maximize the decision-making ability in
robotic applications.

Ramalingam et al. (2021) [24] developed Al integrated IoRT enabled framework to monitor the false ceiling
environment. The research intention is to reduce the risk and false ceiling inspection prediction rate. During the
analysis, Falcon robots were developed to monitor false ceiling activities. The robot-collected information is pro-
cessed by a faster ResNet algorithm that predicts objects in the ceiling environment. The learning algorithm uses
various image patterns to predict the changes in the ceiling. The system’s efficiency is evaluated using different
measures in which the system ensures a good confidence level and rodent prediction accuracy.

In their study, Vermesan et al. (2022) [25] investigate the Internet of Robotic Things (IoRT) converging actu-
ating and hyperconnectivity using artificial intelligence techniques. This study uses the IoT heterogeneous pro-
cessing to make effective communication. During the analysis, intelligent collaborative device robots are utilized
to gather the information. The collected information is processed and maintained dynamically to improve the
overall IoT integration in robotic applications. In addition, this study covers various architecture, technologies,
and IoT concepts to improve the overall IoRT performance.

Based on the survey, there are several issues with existing models in attaining high system robustness, reliabil-
ity and security enhancement. According to various researcher’s studies, the Internet of Robotic Things (IoRT)
is widely applied in various applications to improve their efficiency. During the analysis, the robots sense a lot
of information from the sensors to collect and process the information. The gathered information helps under-
stand the situation and environment, reducing computation difficulties while examining the complex scenario.
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However, the study requires flexible, durable, and robust techniques to improve the overall robotic performance.
Therefore, this study utilizes the combination of Convolution networks and deep Q networks to explore robotic
activities and improve overall decision-making while analyzing data in IoT applications.

3 Performance Enhancement of the Internet of Robotic Things using Integrated
Convolution Networks with Deep Q Networks

The main intent of this study is to create effective IoRT systems using convolution neural networks (CNN) with
Deep Q Networks (DQN). During this process, security measures are enhanced by balancing the CNN and DQN
to make effective decisions. Successful decisions help mitigate security threats to robotic performance. Then, the
developed IoRT system should be computable with the environmental change by ensuring robustness, flexibility,
and security. In addition, IoT integrated with robotic processes adapts to user demands, which helps to manage
the acceptance and confidence in implementing [oRT.

3.1 Optimizing the IORT System Design using Integrated CNN and DQN Techniques

The main objective of this research was to optimize the [oRT system design using the integrated CNN and DON
techniques. The optimized [oRT system can improve decision-making and maximize performance while ana-
lyzing real-time data. The convolution network has different parameters and objective functions that fine-tune
the process, which helps to minimize the latency, computation load, and resource utilization. The convolution
networks process the images, although they have noise images. The convolution network has convolution filters
and kernel values that effectively help identify the objects from the visual. The convolution network has transfer
learning, a weight-sharing mechanism, parameter setting, a pooling layer, and feature learning characteristics.
These characteristics help to identify the objects and patterns from the visual object-related features. The extract-
ed features are processed by the DQN approach, which uses reinforcement learning strategies to help balance the
dynamic environment’s decision-making process. The convolution network identifies every object changes and
abnormal activity-related patterns. These patterns are processed using the DQN technique, which makes the se-
curity-related decision. The architecture of the IoRT system is explained in Fig. 1, which has several components
such as visual data collection, hierarchical feature extraction using convolution networks, decision-making using
DQN, optimization and feedback loop analysis and robotic component construction.
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Optimization and Decision Output
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Improving the robot performance in
robotic applications

Fig. 1. Process of optimizing the IORT system design
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According to Fig. 1, the CNN approach is utilized for image analysis, and DQN is used to make a suitable
decision. The organized workflow of the IoRT commences with receiving visual information obtained from cam-
eras, resulting in a continuous flow of images or video. The camera-based recorded scenario images or videos are
stored in the database integrated with the IoT devices. The Convolutional Neural Network (CNN) is applied to
the raw visual data to explore the features of the visual data. The convolution network explores every input and
analyzes the complex hierarchical characteristics of the input information. The convolution network uses various
components like the convolution layer, max-pooling, and a fully convoluted layer. These layers have the kernel
or filter value that derives the image features like mean, standard deviation, contrast, and other features. The ex-
tracted features are fed into the Deep Q Networks (DQN) with the Q-learning algorithm, which helps make secu-
rity-related decisions. The learning algorithm has reward values for every action and state. The learning process
helps to decide on the features of the security threats and unauthorized activities in various environmental con-
ditions. The adaptability of the IoRT systems is improved by applying the optimization and feedback loop. The
optimization process uses the network’s weight and bias values to compute the given input’s output. The network
parameters are updated according to the optimization functions and learning rate. The computed output value is
compared with the training patterns, identifying the error value between the outputs. The feedback loop helps to
maximize the flexibility and enhance the overall performance of the IoRT systems. After adjusting the network
parameters, robotic components are created by fine-tuning the network performance. Then, the adjustments are
performed according to the changes in the dynamic environment. The Internet of Things (IoT) embedded robotic
sensor-based collected information is fed into the CNN for visual data processing. The robotics team has cameras
continuously observing the environment; visual details are gathered frequently. The gathered information is pro-
cessed by CNN components like convolution, pooling, and fully connected layers. The input processed by CNN
is illustrated in Fig. 2.

Activation Downsampled
Function Information
Camera Visual
Sensor data .
Convolution Pooling
Layer Layer
Hierarchical
\ 4 Features

Patterns/ Objects/ @ I:
Relevant Information <

Fig. 2. Process of convolution neural networks

Fig. 2 represents the convolution neural network-based input processing for creating the effective IoRT sys-
tem. Initially, the cameras embedded in the robotics gather the visual information. The collected visual data is fed
into the convolution layer that extracts the hierarchical features. This process uses the activation function; here,
the Rectified Linear Unit (ReLU) activation function is utilized as the non-linearity function that successfully
extracts the features. Then, the pooling layer function is applied to downsample the information. This study uses
the max-pooling function to generate the condensed representation of the features. The extracted features are
fed into the decision-making process to improve the overall IoRT system design. The extraction of hierarchical
features from visual input using a Convolutional Neural Network (CNN) encompasses several layers, such as
convolutional layers, activation functions, and pooling layers. The standard equation for an individual layer in a
Convolutional Neural Network (CNN) is defined in equation (1)
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In equation (1), convolution 8 output is obtained by processing the input 1 and filters & along with bias value 3
on the convolution process C using the activation function 8. The input (1) correlates to the unprocessed visual
information, typically an image or a feature map derived from the preceding layer. The convolution operation (C)
involves applying filters (&) to the input. This process detects and represents spatial patterns present in the data.
The mathematical representation involves calculating the dot product between the filter and a specific portion of
the input 3(C(1,€)+p). A bias (B) term is included in the convolution result to offset the output and enhance the
model’s adaptability. The activation function (8) incorporates the Rectified Linear Unit (ReLU) as the non-linear
activation function for the output. The output computation procedure described in equation (1) is continuously
applied on the multiple CNN layers to extract the hierarchical features. Each layer is designed to derive intricate
patterns from the visual inputs of different applications. The extracted high-level features are derived from the
visual information, including image patterns, relevant information, and objects. The derived features are utilized
as input because the features consist of various patterns and feature representations. The features are applied to
the DQN to make a decision that helps to maximize the IoRT performance in the dynamic situation. The DQN
has a set of learning rules, states and actions to process the inputs. Each state and action has connections that
establish the link between input and output, enhancing the decision-making ability. The DQN has the agents in
the reinforcement learning process that observe every scenario, improving the overall decision-making process.
The agent gets feedback in every process, and rewards are obtained while the hierarchical features are processed.
Then, the concept of DQN is illustrated in Fig. 3.
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Fig. 3. Working process of DQN technique in decision-making

The Deep Q Network (DQN) has the Q function, denoted as Q(s,a); s represents the system’s state, while a
represents an action. The Q-value represents the projected total reward obtained by selecting action an state s.
The DQN utilizes a neural network to approximate its Q-function. The neural network receives the state as an
input and produces Q-values for every feasible action. Then, the Q function is defined as Q(s,a)~Q_6 (s,a); here,
Q 0 (s,a) is an approximation of Q(s,a) using the parameters represented by 0 in the neural network. The com-
puted Q-values are collated with the expected and actual Q-values in the learning environment to minimize the
deviation while making decisions. The learning updating process is defined in equation (2).

Q(s,a) < Q(s,a) + a(R +ymax,Q(s',a") = Q(s, a)) )
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In equation (2), the Q value for the present state-action pair is denoted as Q(s, a), the immediate reward got
after action a in state s is represented as R, and the discount factor (future reward) is denoted as vy, next state ac-
tion pair on Q value is defined as Q(s"’,a"’ ) and the learning rate is a. At first, the [oRT system acquires visual
input, such as images from a camera that is processed using CNN. The Convolutional Neural Network (CNN)
has a unique ability to detect hierarchical features in visual data, creating an effective feature vector that encapsu-
lates the most significant attributes of the input. After classifying the inputs and hierarchical features, the output
is compared with the training features. The comparison process reduces the overall misclassification and false
decision rate. This study uses the gradient boosting algorithm to optimize the network performance. The boosting
procedure reduces weak feature involvement and improves overall recognition accuracy and decision-making ef-
ficiency. The boosting process uses the learning rate, architecture parameters, layer size and dropout rates to fine-
tune the CNN performance. The errors are corrected by reducing the weak feature involvement by predicting the
feature set’s ensembles F(x). F(x) is continuously updated for every iteration to minimize the error rate.

F(x) = Feoqy(x) + 1. he(x) A3)

In equation (3), F(x) is represented as the predicted ensembles in t-iteration, the learning rate is denoted as
n, and the new weak learner is represented as h_t (x). After identifying the ensemble features in the feature, the
learning rate is updated continuously to minimize the output deviations. The learning rate updating process is de-
fined using equation (4)

OL(at—y)

ar = Qg1 — D,

“)

In equation (4), the learning rate is represented as m, which helps to maximize the CNN performance. The
learning rate is fine-tuned with the help of gradient boosting, which minimizes the loss function. After fine-tun-
ing the parameters, feedback is received continuously. The received feedback is utilized to construct the robotic
components, which can process the information in various scenarios.

3.2 Enhancing the Security Measures in IoRT using Integrated CNN and DQN Technique

Integrating the two strategies of Convolutional Neural Network (CNN) and Deep Q Network (DQN) would be
vital for IoRT security enhancement. This extensive plan aims to quickly identify and fix any security glitches
that may arise while ensuring that the [oRT system has a strong and flexible security architecture. Deep Networks
(DQN) and Convolutional Neural Networks (CNNs) need careful examination while developing a well-rounded
security approach. CNN’s power comes from its ability to scan images to identify patterns, allowing it to exam-
ine visual data deeply for any potential problems. Conversely, DQN does adaptive decision-making with great
efficiency. By balancing these two approaches, threat detection can easily be integrated with smart decision-mak-
ing. If we want to achieve the highest degree of security possible, we may need to adjust factors such as their
weights and designs regarding CNN’s strength and DQN’s strengths.

To enhance the effectiveness of security measures, researchers have developed a novel approach that com-
bines Convolutional Neural Networks (CNN) and Deep Q-Networks (DQN). This adaptive decision-making
technique allows the Internet of Robotic Things (IoRT) system to respond promptly to evolving threats by effi-
ciently addressing unexpected challenges, swiftly adjusting security policies, and optimizing responses following
dynamic threat landscapes. Integrating CNN and DQN methods establishes an organized and adaptable strategy
for bolstering IoRT security while ensuring privacy considerations. The initial stage of this integration involves
leveraging CNN’s pattern recognition capabilities to rapidly identify potential threats through visual inputs
obtained from sensors or cameras. A harmonious equilibrium is achieved between the two approaches by dele-
gating threat identification tasks to CNN and empowering DQN to adaptively make judgments based on these
identified threats. Training DQN entails establishing correlations between actions taken by IoRT systems and
their corresponding states to enable real-time decision-making optimization as security situations evolve. By an-
alyzing environmental information and the efficacy of previous safety precautions, DQN’s reinforcement learn-
ing algorithms enable adaptive responses. The integrated system is optimized by iterative parameter refinement
employing an optimization loop, which continuously adjusts hyperparameters. Feedback systems informed by
real-time danger and performance feedback enhance the system’s adaptability. The control mechanisms of robot-
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ic components integrate seamlessly into the final decision output, ensuring that security judgments are translated
into productive activities. Constant vigilance, evaluation, and collaboration with security experts strengthen the
security architecture as an entire system. This guarantees that the framework can respond to new security threats
and satisfy the growing demands of the IoRT ecosystem.

3.3 Establishing a Robust IoRT System for Promoting Acceptance and Confidence

This section analyzes the robustness of [oRT systems, which helps determine how effectively the integrated CNN
and DQN-based crated system adapts to the environment according to user requirements. The [oRT system’s
robustness is evaluated using different aspects to determine the system’s uncertainties and fluctuations in various
scenarios. In addition, the robustness factor measures how effectively the created robots improve the system per-
formance in various operational strategies. Here, the captured camera visual data is processed using the convo-
lution network to process the noise image with minimum computation complexity. The convolution network has
max-pooling and convolution layers that minimize the feature map and downsample the feature. Effectively uti-
lizing these layer functions ensures design flexibility and can adapt the system to changing environments. Then,
the IoRT systems are developed with predefined configurations and setups that ensure the system’s adaptability
and adjust to the dynamic environment over time. The convolution layer derives the feature maps and hierarchi-
cal features that are compared with the training patterns, which helps predict the environment’s vulnerable exter-
nal actions. The extracted features are processed by deep Q networks that predict the decision according to the
features, which ensures the system’s robustness and security in the dynamic environment.

The next important factor in system robustness is simultaneously accepting and developing confidence be-
tween the users and participants in the IoRT system. The IoRT system should prioritize the user requirements
that ensure user acceptance and user-friendly interfaces, which ensures that the robotic system can adapt to the
IoT technologies and relevant integrations. Then, the [oRT system confidence level is improved by checking the
system’s dependability, security measures, and ethical principles. Then, the IoRT system should follow certain
safety protocols that establish clear communication between robotics and the user, which helps to maximize the
overall performance of the [oRT systems. The extracted features are processed by convolution and Q-learning
techniques, encouraging practical usability and trust between the users and the robots. The reason behind this is
to make the IoRT system reliable and confident and then involve CNN and DQN methodology. In this way, it
will be ensured that the system is robust, flexible, and ethical. This is because decision-making adjusts based on
the hierarchical features by effectively applying convolution neural function and reinforcement learning process.

On the other hand, the CNN approach collects visual data and investigates visual features that recognize ob-
jects and patterns. These patterns provide an understanding of weather conditions, hence ensuring robustness.
The DQN enables flexibility in decision-making processes by learning knowledge and adapting to changing envi-
ronments and user requirements. Intricate security protocols are integrated into the technology to safeguard from
external intrusions while observing ethical norms. The combination of CNN and DQN enhances the security of
IoRT by giving superior threat detection capabilities and adaptable responses, thereby making the system operate
ethically.

4 Results and Discussions

This section discusses the excellence of the combined CNN and DQN-based created IoRT system efficiency in
various robotic applications. The robotics are integrated with the IoT techniques to monitor the surrounding ac-
tivities such as object detection, surveillance systems, anomaly identification, etc. These application requirements
are dynamically changed, which affects the robotic decision-making capability and object detection efficiency.
Therefore, the integrated CNN and DQN approach is introduced in this study to maximize the object detection
and decision-making process. The IoT devices in robotics continuously record surrounding information in terms
of data, video, and images. This study uses camera sensors to record the visual data stored in the loT-integrated
database. The convolution network processes the images using various kernel values that derive the hierarchical
features. The extracted features are downsampled with the help of the max pooling layer, reducing the compu-
tation difficulties. The derived features are processed by the DQN approach, which manages decision-making
efficiency with the help of the Q-learning mechanism. In addition, reinforcement learning uses reward values
for every action and state, reducing decision-making difficulties. Then, the system efficiency is determined using
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various factors such as perception identification improvements, system robustness, decision-making, and security
evaluation. The perception analysis covers object detection rate, precision, and recall value for various visual
scenarios. The adaptive decision-making metric is analyzed using the learning rate, decision accuracy, and explo-
ration-exploitation factors. The perception and decision-making factors help to understand how effectively the
[oRT system monitors the dynamic changes in the environment. The efficiency determines how effectively the
IoRT system recognizes the objects, security threats and decisions concerning user demands. Combining CNN
with DQN allows for much faster decision-making, a major benefit. Delays are common in traditional IoRT sys-
tems because processing sensory input and making judgments requires a lot of CPU power. The proposed meth-
od uses CNN’s parallel processing capabilities to extract beneficial features from sensory inputs quickly. These
attributes are inputted into the DQN, effectively ascertaining the best action. Efficient use of computing resources
and energy consumption are both components of a system’s efficiency. By distributing workloads between the
CNN and DQN, our integrated strategy minimizes the computational complexity, allowing each component to
function within its strengths.
Then, the overall efficiency of the system is evaluated as follows.

4.1 Perception Enhancement Accuracy Analysis (PEAA)

The PEAA metric is analyzed using object recognition, recall, and precision rates. The object identification rate
computes from the convolution network performance. The convolution network uses different functions that
identify the objects, patterns, and relevant information from the total number of objects. Then, the recall rate,
named the true positive rate, computes how effectively the convolution network predicts the correct objects from
the entire number of existing relevant objects in the visual data. Finally, the precision metric computes the degree
of accuracy from the correctly detected significant objects. According to these factors, the PEAA value is com-
puted by taking the average value of the total number of detected objects. The sample PEAA value is illustrated
in Table 1.

Table 1. PEAA analysis

Visual area scenario Recognized objects Relevant objects Identified relevant objects
Sample scenario 1 93 100 92
Sample scenario 2 90 94 89
Sample scenario 3 95 100 93
Average (Tﬂta”y Correctly identif ied) Total relevant objects ~ Total correctly Identified
& Total Objects across all scenarios relevant objects
Average results 92.66% 98% 91.3%

Table 1 shows that the integrated CNN and DQN in the [oRT system are evaluated for percep-
tion enhancement metrics by considering the object recognition rate, precision, and recall rate. The
system’s efficiency is determined using three visual scenarios in which visual information is record-
ed with the help of the camera. The visualized details are classified using convolution networks, and
the method recognizes the objects with a maximum recognition rate. Integrating Convolutional Neural

Network and Deep-Q-Network for the Performance Enhancement of Internet of Robotic Things between
(Totaily Correctly identified
Total Objects

)- The total relevant objects across all scenarios are computed to estimate the relevant

object detection rate, and the total correctly identified relevant objects are computed to predict the precision rate.
Then, the graphical analysis of the PEAA is shown in Fig. 4.
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Fig. 4 Graphical analysis of PEAA

The analysis (Fig. 4) shows that the integrated CNN and DQN approach attains the 92% recall and precision
value in scenario 1. From the computed value, the average results are estimated in which the CNN and DQN
approach attains 92.66% accuracy while discovering the objects from the visual data. Thus, the high recognition
rate, precision, and recall value indicate that the system ensures a high PEAA value in IoRT scenarios. Thus, the
system effectively identifies the objects even though the environment dynamically changes their condition.

4.2 Adaptive Decision-Making Efficiency Analysis (ADMEA)

The metric Adaptive Decision-Making Efficiency Analysis (ADMEA) measures the excellence of the DQN
approach in the IoRT systems. The ADMEA measure considered different metrics such as decision accuracy,
learning rate, and exploration-exploitations. The decision accuracy is computed to measure how exactly the
DQN decides while the unwanted activities in IoRT. The decision helps to manage the system’s security and pri-
vacy. During this process, a learning rate is applied that computes how effectively DQN regulates the decision
according to the dynamic changes of the surrounding environment. The maximum learning rate indicates that
the designed IoRT system highly adapts to environmental changes. Another factor is exploration-exploitations,
which quantify the system according to the previously gained knowledge. This factor analyzes the ideal equilib-
rium between the existing knowledge and new possibilities in the IoRT systems. Therefore, the AEMEA analysis
explores the IoRT system’s adaptability to unexpected changes. Then, the sample value of ADMEA is shown in
Table 2.

Table 2. ADMEA analysis

Scenario Decision accuracy Learning rate Exploratin-exploitation
Decision scenario 1 98 High Balanced
Decision scenario 2 94 Medium High
Decision scenario 3 96 Low High

Balanced exploration and

Totally C tly decided i o .
Average orary Lorrectly dectde Total learning rate Exploitation across all the scenari-
Total decision across all scenarios os
Average results 96% Medium-High Balanced
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Table 2 evaluates the [oRT system’s Adaptive Decision-Making analysis considering the decision accura-
cy, learning rate, and exploration-exploitation. Every scenario tests the IoRT system’s accuracy, adaptability
based on experience, and ability to balance innovative and learned decision-making strategies using the Deep
Q Network. From the analysis, the scenario DQN attains 98% accuracy because it uses reinforcement learning
techniques. The learning techniques have a reward value for every action and state. During the learning process,
the network uses different learning rates, and a high learning rate indicates that the system effectively decides the
derived hierarchical features. In addition, the integrated CNN and DQN techniques balance the exploration-ex-
ploitation process while exploring the visual features. From Table 2, the ADMEA achieves 96% accuracy with a
medium-high learning rate and balances the features during the analysis. The balancing process and exploiting
depicted the system intelligence while deciding the [oRT.

4.3 System Robustness Analysis (SRA)

The next metric is the system robustness analysis (SRA) of the IoRT system. The SRA efficiency is measured
in terms of adaptability index and system reliability. The reliability measure indicates that the created IoRT sys-
tem should be able to work under various criteria in the given scenario. The adaptability index analyses how the
CNN-DQN-based created IoRT system adapts to changes according to user demands and environmental con-
ditions. The adaptability measure understands the observance of the user demands and changes in the dynamic
scenario. Then, the high SRA value indicates that the system ensures user-friendliness and resilience in the [oRT
system. Then, the sample value for SRA in different scenarios is depicted in Table 3.

Table 3. SRA analysis

Scenario System reliability Adaptability index
Scenario 1 High High
Scenario 2 High-Medium Medium
Scenario 3 High High

Totally reliable sceneario Total adaptability index

Average _ .

( Total sceneario ) across all scenarios

Average Results High High

Table 3: Table 3 illustrates the SRA analysis of designed [oRT systems. Here, the analysis is carried out with
the help of system reliability and adaptability index metrics. The [oRT system efficiency is determined in various
scenarios. If the system attains high system reliability and high adaptability index value, then the system attains
high SRA values. The results clearly state that the CNN design with a DQN-based IoRT system ensures robust-
ness in various applications.

4.4 Security Enhancement Analysis (SEA)

The other metric is the Security Enhancement Analysis (SEA) of designed IoRT systems. The SEA metric re-
garding threat detection accuracy, security decision precision, and ethical score is evaluated. How effectively
does CNN classify the surrounding visual data and predict the accuracy of threat detection? The high-value
detection accuracy indicates that extracted hierarchical features successfully identify irrelevant activities and
unauthorized actions. The extracted features are processed by DQN, which decides with high accuracy. The high
decision accuracy indicates that the system ensures maximum reliability and security. The ethical operation score
is computed based on the threat detection accuracy and the decision precision value. The maximum ethical score
indicates that the [oRT system successfully considers ethical considerations and protects the data from security
threats. Combining three metrics ensures that the designed [oRT system meets the security standards. In addition,
the system can manage the safety and integrity of the [oRT system. The sample SEA value is illustrated in Table
4.
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Table 4. SEA analysis

Scenario Threat detection Accuracy Security decision precision Ethical operation score
Scenario 1 High High Very high
Scenario 2 High-Medium Medium high
Scenario 3 High High Very high
Totally high accuracy sceneario Totally high precision sceneario Totally very high ethical score
Average ( p ) ( p ) ( p )
Total sceneario Total sceneario Total sceneario
Average Results High High High

Table 4 above depicts the SEA analysis of various scenario analyses of [oRT systems. The table shows the sce-
nario has high threat detection accuracy, security prediction, and ethical operation score. These score values are
computed for every scenario where the high value indicates that the system satisfies the security and robustness
while observing the surrounding information. The average results row offers a comprehensive perspective across
several circumstances, indicating the IoRT system’s capacity to enhance security. As usual, these values are hy-
pothetical and can be substituted with actual data obtained through testing and evaluation. According to the dis-
cussion, these scenarios aim to replicate various conditions, difficulties, or assignments that the IoRT system may
face in practical situations. Every scenario evaluates several system performance facets, including perception,
decision-making, security, resilience, and ethical conduct. Scenarios like public park smart surveillance are one
of the scenarios. The metrics discussed in scenario one and the related objectives and descriptions are illustrated
in Table 5.

Table 5. Scenario 1 discussions

Scenario 1: Public park smart surveillance

Metrics Objective Description

PEAA Analyzing and recognizing the objects in A camera placed in the part intends to identify and recognize
the park visual information objects like suspicious items, vehicles, and people.

ADMEA Decisions are taken according to the park’s  Identifies dynamic situations like security threats in crowded
visual information areas and alerts the system for security concerns.

SRA System reliability and adaptability analysis ~ The system can operate in different weather conditions, like
according to park condition rainy and sunny.

SEA Identify and respond to the security threats It intends to predict suspicious activities in the park.

Likewise, human-robot collaboration in the warehouse and emergency response in urban regions is considered
in scenarios 2 and 3 for evaluating the performance of the IoRT in real-time applications. Thus, effectively inte-
grating the CNN and DQN techniques improves the overall robotic performance by identifying the hierarchical
features from the visual inputs. This process attains high security, robustness, flexibility, and adaptability while
analyzing the visual information.

5 Conclusion

Thus, the paper analyzes the various scenarios for improving the IoRT system performance in real-time appli-
cations. The visual data is collected with the help of a camera, which is processed by convolution networks that
extract the high-level features. The convolution network applied the filter and max-pooling layers on visual data
to extract the features. The derived features are processed by the DQN approach, which has a reinforcement
learning process that decides the status of the features. The learning procedure has a reward value for every ac-
tion and state that reduces the security threats. The combination of CNN and DQN helps to ensure the system’s
robustness and security and enhances the overall operational efficiency. The extracted visual features are utilized
to recognize the objects in their surroundings with minimum computation complexity. During the process, con-
volution network parameters are fine-tuned frequently according to the learning patterns. The derived pattern
helps to make adaptive decisions by managing the system’s robustness, flexibility, and reliability. The discussed
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system efficiency is evaluated in various scenarios in which the system ensures maximum security and robust-
ness. However, this study has a limitation in that the system requires optimized techniques to reduce the compu-
tation difficulties while processing large volumes of real-time applications.
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