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Abstract. Deep learning (DL) methods have been extensively applied in phishing detection, owing to their
powerful feature-learning and classification capabilities. Nevertheless, generating deep feature vectors that
can precisely characterize phishing behaviors is essential to effectively recognize and detect phishing attacks
within the cyber realm. This study proposes DL phishing detection with multilevel features (DPMLF), a
novel model crafted to boost phishing detection performance by integrating uniform resource locator (URL)
character-level and HyperText Markup Language (HTML) word-level semantic features. DPMLF uses char-
acter embedding along with parallel convolutional kernels of diverse sizes to extract local URL features.
HTML text adopts word-level embedding and stacked convolutional layers to capture both local and long-
range dependencies. Subsequently, a fully connected layer merges these multilevel features into a fine-grained
vector for classification. Moreover, DPMLF incorporates an incremental learning mechanism, enabling it to
continuously update its knowledge base with new data. When evaluated on three public datasets sourced from
GitHub, Kaggle, and Zenodo, DPMLF attained an average accuracy of 0.9900, precision of 0.9901, recall of
0.9899, and an F,-score of 0.9900.
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1 Introduction

Phishing is a form of network attack grounded in social engineering. In this scheme, attackers disguise phish-
ing websites as resembling the “legitimate websites” of actual organizations. They entice users to click on
links or enter login information, thereby fulfilling their objectives of launching network assaults, stealing sen-
sitive data, or seizing the control of target platforms [1]. Phishing is a significant threat to cyberspace security.
Simultaneously, phishing incidences are on the rise. According to reports by the Anti-Phishing Working Group
(APWG) [2], a total number of 3,763,576 phishing attacks were detected in 2024. Their reports further indicated
that, in the third quarter of 2024, phishing attacks targeting social media platforms accounted for 30.5% of all
attacks. In the face of escalating phishing threats, an urgent need exists for effective detection and prevention
strategies that safeguard user networks and information security.

In addition to educating users to identify phishing attempts quickly, various automated methods have been
proposed to mitigate the threat of phishing attacks. These methods include blacklisting, heuristic-based detection,
data mining, visual similarity checking, and machine learning (ML)-based classification [3]. The blacklist ap-
proach, which relies on a predefined set of uniform resource locators (URLs), can rapidly and accurately identify
known phishing activities. However, it encounters limitations when handling newly emerging phishing URLs.
Visual similarity methods, which compare the visual characteristics of websites, can effectively identify potential
phishing instances but are computationally demanding [4]. ML methods detect malicious websites by analyz-
ing features such as URLs, static HyperText Markup Language (HTML) content, page document object model
(DOM), and screenshots. These methods construct optimal feature vectors to train classification models and
achieve high phishing detection accuracy. Nevertheless, their performance is highly reliant on manually crafted
features derived from expert knowledge, which makes it difficult to address novel and evolving phishing behav-
iors [5]. Deep learning (DL) methods, which are not dependent on expert a priori knowledge, can automatically
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and precisely learn the relevant features of network behaviors. Consequently, they have been extensively applied
to phishing detection models [6].

For DL-based phishing detection models, generating feature vectors that accurately capture web behavior re-
mains a formidable challenge. This is owing to the difficulties in fusing the semantic information of URL charac-
ters and HTML content across multiple levels of fine-grained granularity. The semistructured nature of webpages
complicates automatic feature extraction. Current studies often focus on a single aspect, such as URL or HTML
content, resulting in an incomplete understanding of webpages and diminished detection efficacy [7]. Moreover,
phishing websites often maintain semantic resemblance to legitimate branded websites, including similarities in
URLs, titles, and HTML content, to deceive users. Existing detection methods predominantly extract features
heuristically, and frequently overlook the fact that webpages comprise multiple functional modules [8]. Owing to
update delays in the training dataset, the DL-based phishing detection method has a major limitation in recogniz-
ing websites with novel or unfamiliar patterns (i.e., zero-day phishing websites).

This study proposes DL phishing detection with multilevel features (DPMLF), a novel DL model for phishing
website detection. DPMLF integrates multilevel fine-grained semantic information from URL characters and
HTML content. The model extracts features from various components of a webpage and fuses them, and then
uses an integrated vector to enhance detection performance. HTML content provides semantic and structural
information, whereas the URL offers address-related information. The model capitalizes on complementary fea-
tures at multiple levels to improve the recognition of phishing websites by integrating these two sources. The
main contributions of this study are as follows:

(1) Fine-grained URL character local features extraction using a multiscale convolutional strategy. A con-
volutional neural network (CNN) equipped with differently sized convolutional kernels was employed to
process the URL strings in parallel. This approach endows the DL model with the ability to grasp the fea-
tures of different granularities from the input data.

(2) Word-level HTML text feature extraction using a cascaded densely-connected CNN architecture. This
architecture stacks multiple convolutional layers to capture local features at different scales. This architec-
ture can effectively capture long-range text information by establishing multilayer cascaded dense connec-
tions among the CNN blocks, thereby extracting deeper and finer-grained semantic features from HTML
documents.

(3) URL character-level and HTML word-level semantic features fusion mechanism using a fully-connected
layer. The final constructed DPMLF model can comprehensively characterize the features of phishing
websites by fusing the URL character and HTML text information.

(4) Fine-tuning the DPMLF model using an incremental learning mechanism. An incremental learning mech-
anism is used to continuously update the DPMLF model using new phishing data to adapt to new phishing
threat patterns.

The remainder of this paper is organized as follows: Section 2 discusses related work. Section 3 presents an
overview and the implementation of the proposed DPMLF model. In Section 4, experimental results are present-
ed and discussed. Finally, Section 5 concludes the paper and outlines the directions for future studies.

2 Related Work

In addition to educating users about quickly identifying phishing attempts, perhaps the most straightforward
approach is to build anti-phishing blacklists. Blacklists are a vital defense mechanism utilized by modern web
browsers to prevent large-scale phishing attacks. For instance, mainstream browsers such as Google Chrome,
Mozilla Firefox, and Apple Safari are integrated with Google Safe Browsing [9], a security service provided by
Google that includes a regularly updated blacklist. As new domains constantly emerge, blacklists must be updat-
ed at an ever-increasing pace to keep pace with evolving threat landscapes. Oest et al. [10] proposed the phish-
time framework, which continuously assesses the effectiveness of anti-phishing blacklists. Skula et al. [11] per-
formed an in-depth analysis of the phishing data from 2013 to 2022. Their findings revealed that approximately
22% of the phishing domains reappeared. This discovery validated the effectiveness of blacklist-based detection
methods. A blacklist was created by collecting numerous reported phishing URLs. This method does not require
access to the web content; therefore, it is highly efficient for phishing. However, updating a blacklist requires
time and the latest URLs [12].

Heuristic-based detection methods classify phishing attacks by extracting a set of features from URLs, web-
page layouts, HTML, JavaScript, and other website components. Based on an assessment of the pertinence of
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contemporary phishing activities, Silva et al. [13] employed 12 features from keywords and patterns in URLs
for phishing detection. Based on the observation that phishing websites are short-lived and created for a specific
purpose, Shukla et al. [14] extracted 16 new HTTP header features and used them to train an ML-based phishing
detection model. Rao et al. [15] introduced a dual-support vector machine methodology. This approach involved
comparing the login and homepage of a website. Malicious phishing websites can be effectively identified by
meticulously analyzing hyperlinks and URL characteristics. The key to heuristic-based phishing detection is in
leveraging prior knowledge and experience-driven rules. As phishing techniques evolve, continuous refinement
of these heuristic rules is necessary to maintain detection effectiveness. The PDHF [3] model was constructed to
address the issue of phishing attackers bypassing constructed filters after learning the heuristic rules used for de-
tection by combining optimal artificial and automatic deep features. The heuristic method solves the time lag in
phishing detection. However, it relies on building heuristic rules and incurs a high false positive rate, which may
reduce users’ trust in the phishing detection system [16].

Data mining-based phishing detection typically involves two steps: feature extraction and classification. Li et
al. [17] improved the performance in identifying phishing addresses by mining the temporal relationship of his-
torical transaction records among different nodes in the Ethereum transaction network. Liu et al. [18] developed
the PGDetector model to identify risky accounts from large-scale Ethereum transaction data. Their approach
combined data-mining techniques with genetic-algorithm optimization. Luo et al. [19] proposed a phishing-ac-
count detection model grounded in network embeddings that specifically targeted transaction-security concerns
on the Ethereum platform. This model captures and constructs transaction networks by incorporating supplemen-
tary information. Subsequently, classifiers such as lightGBM and XGBoost were employed to classify the phish-
ing accounts. Data mining approaches consider the detection of phishing attacks as a document classification
problem or clustering problem, and data models are constructed based on ML and clustering algorithms [20].
However, the effectiveness of these approaches often depends on the quality and representativeness of the data
used for training and the appropriateness of the selected data-mining algorithms [21]. For instance, clustering al-
gorithms, such as k-means and k-nearest neighbors, partition target datasets in an unsupervised manner. Improper
setting of the number of clusters and initial clustering centers can severely degrade the quality of the clustering
results [22].

Visual similarity detection methods assume that most phishing websites are visually similar to the legitimate
websites that they imitate. VisualPhishNet [23] compared the visual features of webpages with those of known
legitimate websites to identify phishing websites by capturing screenshots of webpages and analyzing their visu-
al features using a DL model. Wang et al. [24] first used a DL model to recognize website logos. The recognized
results and overall webpages are then combined to enhance the performance of the phishing webpage detection.
Tan et al. [25] proposed a hybrid phishing detection method that integrates both visual and textual identity in-
formation to classify webpages. Wen et al. [26] developed an expansion method to identify suspicious websites
by analyzing existing phishing sites. This method segments screenshots to accurately extract brand logos. Visual
similarity-checking methods are effective in detecting phishing when a legitimate counterpart of a phishing site
is already registered in the detection system. However, delayed updates of legitimate websites in the detection
system limit its ability to identify websites with unknown brand representations (such as brand logos, UI compo-
nents, and website screenshots), rendering it ineffective against zero-day phishing webpages [27].

Owing to its strong learning and classification capabilities, ML has been extensively applied to several
phishing detection models. Bahaghighat et al. [28] proposed an enhanced ML prediction model to improve the
efficiency of anti-phishing technology. This model evaluated eight scenarios using six algorithms after feature
selection and data balancing. Silva et al. [29] proposed Piracema.io, a rule-based phishing detection model that
utilizes decision trees to classify phishing behaviors into five classes. The MOE/RF model [30] combines mul-
tiobjective evolutionary optimization and random forests to identify the optimal feature vector for maximizing
both accuracy and recall in phishing detection. ML-based phishing models consider phishing detection to be a
classification problem. Researchers often extract numerous features to enhance phishing detection accuracy [31].
Nevertheless, phishing attackers gradually adapt to several of these features over time. Therefore, maintaining
the long-term effectiveness of phishing detection models based on artificial features is challenging [32].

As a subset of ML, DL has gained widespread application in several fields. It uses deep neural networks
(DNNSs) to extract deep features directly from datasets, thereby avoiding cumbersome feature engineering pro-
cesses. Wen et al. [33] proposed a hybrid DNN model to detect phishing accounts on Ethereum. Hussain et al. [6]
developed a CNN-fusion model that extracted character sequence features using convolutional kernels of differ-
ent sizes to identify malicious URLs. He et al. [34] developed a tiny-BERT stacking model. Tiny-BERT extracts
and learns semantic and long-range features from URLs to mitigate phishing risks. Liu et al. [8] analyzed the
word, phrase, and code structure features from the source code of webpages to accurately capture the character-
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istics of complex phishing websites. Because they are not dependent on experts’ a priori knowledge, DL-based
phishing detection methods can automatically and precisely learn the relevant features of network behavior [35].
However, the quality of automatic DL features highly depends on the scale of the datasets to be learned [36].

For DL-based phishing detection models, generating deep feature vectors that can accurately capture web
behavior remains a formidable challenge: (1) The semi-structured nature of webpages complicates automatic
feature extraction. Numerous existing detection methods generate phishing features predominantly heuristically
and frequently overlook the fact that webpages comprise multiple functional modules [8]. (2) Phishing websites
often maintain a semantic resemblance to legitimate branded websites, including similarities in URLs, titles, and
HTML content, to deceive users. Because of the difficulties in fusing the semantic information of URL characters
and HTML content across multiple levels of fine-grained granularity, numerous current studies often focus on a
single aspect, such as the URL or HTML content, resulting in an incomplete understanding of webpages and di-
minished detection efficacy [7].

However, because of update delays in the training dataset, the DL-based phishing detection method has a ma-
jor limitation in recognizing websites with novel or unfamiliar patterns (i.e., zero-day phishing websites). The
performance of these methods is highly dependent on the scale of the dataset to be learned. If a website with a
new pattern is not included in the dataset used to train the model, the detection effect of the model on the web-
site will be poor. Although some recent phishing detection models, such as the generative pretrained transformer
(GPT) and Google Images, access latency and payment costs associated with third-party services severely restrict
their widespread adoption [27].

The DPMLF phishing detection model proposed in this study is a DL method; therefore, it inherits the ad-
vantages of DL methods. Moreover, it effectively overcomes these shortcomings. The DPMLF model extracts
features from various components of a webpage and fuses them, and subsequently uses an integrated vector to
enhance the detection performance. HTML content provides semantic and structural information, whereas URL
offers address-related information. The model capitalizes on complementary features at multiple levels to im-
prove the recognition of phishing websites by integrating these two sources. Furthermore, to adapt to new phish-
ing threat patterns, an incremental learning mechanism is used to continuously update the DPMLF model using
new phishing data.

3 Proposed DPMLF

The DPMLF model is a composite DNN designed to learn features directly from raw URL characteristics and
HTML content for phishing classification.

3.1 Problem Definition

Consider a dataset P= {(u,, hy, y,), (U, hy, V), ..., (u,, h,, vy,)} containing n webpages, where P,= (u,, h,, y,)
represents a webpage sample and u,, 4, and y, denote the URL, HTML content, and label of P, respectively.
Specifically, y,= 0 indicates a legitimate webpage and y,= 1 indicates a phishing webpage. The DPMLF model
transforms phishing detection into a binary classification problem. Its primary objective is to train a predictive
function that automatically generates a representation for each webpage P, denoted as P,—.X,, where X, denotes
the feature matrix of P,. Subsequently, the extracted feature matrices X, are used to train a discriminative model
f: X—Y, which is then employed to classify unseen webpages.

3.2 Overview of DPMLF

As illustrated in Fig. 1, the DPMLF workflow primarily comprises three stages: embedding, deep feature ex-
traction, and website classification.

In the embedding stage, the URL text and HTML content are first refined into character-level and word-em-
bedding representations, respectively. Thereafter, they are mapped to low-dimensional continuous vector repre-
sentations to effectively capture character and semantic features, that is, to achieve semantic embedding. Finally,
batch normalization (BN) was performed to accelerate the convergence of the model.

96



Journal of Computers Vol. 37 No. 1, February 2026

Input Layer Embedding Layer Convolutional Neural Network Layers Fully Connected Layer
Character
Embedding CNN . !
= B B R 80y z
URL text N NN =
https://www.abe.com f\ ) @ : H = g O\ = E2
kel oz = = @
& ' @ ol [5
v g g
. . e o ]
web V\“Ol'd. e . % — ﬁ
page Ug Embedding <~ »< / o < ><A|:| EF;’ g
=3 ol |n e} . = -
5 zl |Z Z| e B @
HTML Content h Zl |Z |Zl|s ><N|:| = O\ o L4
5 . 2 b =] =
Login to your account. .. ==t [ == = s g
] 2l 18 2l =3 L] L
% -~ ~ - ><'— ﬂ:Q

Embedding Construction stage |

Deep Feature Extraction stage

| | Classification stage

Fig. 1. Architecture of the DPMLF model

The deep feature extraction stage uses embeddings as inputs for convolutional operations that extract continu-
ous character sequence features from URLs, identifying local character relationships. Each convolutional layer is
followed by a rectified linear unit (ReLU) activation function, and max-over-time pooling (MOT pooling) retains
key features. For the HTML content, a densely connected CNN cascaded structure was used. Multiple convolu-
tional layers with dense connections between the blocks extract local and long-range text features. The final out-
put of each block is generated through MOT pooling.

In the deep-feature extraction stage, text representations generated by the embedding layer were used as in-
puts. Convolution operations are first employed to extract the features of continuous character sequences of dif-
ferent lengths in the URL to understand the local relationships between URL characters fully. Accordingly, the
ReLU activation function and MOT pooling operations were successively applied to retain the key features at
each time step.

Simultaneously, a CNN with cascaded dense connections was used to extract features from the HTML con-
tent. Local features at different scales and long-range text information can be extracted by stacking multiple con-
volutional layers and establishing dense connections between the convolutional blocks. On this basis, the convo-
lution results of each module were recorded, and HTML text features were generated through the MOT pooling
operation.

In the classification stage, the extracted URL and HTML features are first concatenated to form a feature vec-
tor that comprehensively characterizes the target websites. Thereafter, the generated feature vector was fed into
the fully connected layer to determine whether the target website contained malicious behavior.

3.3 Character and Word Embedding

Phishing URLs often employ obfuscation techniques, such as the insertion of special and random characters,
making it challenging for traditional word embedding methods, such as Word2Vec [37] and GloVe [38], to pre-
cisely capture subtle variations between characters. Consequently, this study introduces character- and word-level
embedding strategies for URL strings and HTML documents. The model can fully capture the textual character-
istics of a target webpage by combining the URL and HTML features.

In the embedding stage, the URLs are tokenized at the character level and adjusted to a uniform length
through truncation and padding using the <PAD> token. The HTML content was tokenized at the word level,
with punctuation marks treated as separate tokens, and the same truncation and padding strategies were applied.
Character-level vocabulary is generated from unique characters, including letters, digits, and special characters.
HTML documents were divided into words to form a word-level corpus, and the original words were replaced
with numerical indices to create one-dimensional (1D) numerical vectors. The effectiveness of phishing website
detection can be significantly improved by identifying common sensitive terms, such as “login” and “password,”
in the HTML content of webpages.

The embedding layer automatically converts the tokenized characters (from URLs) and words (from HTML
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content) into feature vectors. These vectors contain the semantic relationships between URL characters and
HTML content, which are essential for the subsequent stages of the model.

Based on the above methods, each URL is represented by a character embedding matrix U € R"“, where n de-
notes the number of characters in the URL and d denotes the embedding dimension. For each HTML document,
a word-embedding matrix H € R™
d denotes the embedding dimension.

was constructed, where m denotes the number of words in the document and

3.4 Multigranularity Feature Extraction from URLs

We employed CNNs with different kernel sizes to extract semantic information at different granularities from
URL strings. The convolutional stage utilizes a weight-sharing mechanism to reduce the number of parameters
and the model complexity. Meanwhile, the pooling operation retains key features to reduce data volume. As illus-
trated in Fig. 2, during 1D convolution, each local window is applied to the character embedding sequence, and a
new vector is generated by linear combinations of weights.

\ 1 E
v 3 . hi
Y t R Convolution 1
Wt 1. ttps
S tps:
: ps:/
/

Fig. 2. 1D convolution

After the embedding layer, the URL characteristics are transformed into a sequence of vectors, as shown in
Equation (1):

U= e, e, ..., e,] , (1)

where UeR™ denotes the character embedding matrix of the target URL, ¢, denotes the embedding vector of the

ith character, n denotes the length of the target URL, and d denotes the character embedding dimension.
As indicated in Equation (2), convolutional kernels are used to extract feature information from each character
window in the string of the target URL, and feature maps are generated.

a=fiw®e th. 2)

In Equation (2), ¢, denotes the new feature generated from the character window e,.,,;; weR"" denotes the

weight matrix with & channels and kernel size 4; b denotes the bias term; ® represents the convolution operation;
and £, denotes the ReLU activation function.

The convolution operation is then applied to the URL sequence, and new feature vectors ¢ are generated as
follows:

c= [cls Coy wens cn*hﬂ] . (3)

Finally, as shown in Equation (4), the MOT pooling operation is applied to retain the key features at each time
step:

fure = MOTPooling (c) . 4)
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3.5 HTML Multilevel Semantic Feature Extraction

HTML documents are semistructured texts that often require parsing before classification. Even after preprocess-
ing during the embedding phase, noise and incoherent content in HTML may still affect semantic understanding
and final classification performance. Traditional CNNs are adept at extracting local features but struggle to cap-
ture long-range semantic information in extensive HTML texts. In contrast, recurrent neural networks (RNNs)
are effective for grasping global features but struggle with feature fragmentation owing to HTML noise.

Inspired by the work in [39], this study proposes a multilayer convolutional architecture with dense interblock
connections to capture different-scale local features and long-distance textual information. MOT pooling was
used to extract the HTML features by recording the outputs of each convolutional module. This design enhances
the integration of local and global semantic information, thereby significantly improving the classification accu-
racy.

X1 X2 X3 Xom
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A, x) flxd, x3) flxs, xa)
) [CY,]?_G] /5 OO Xow=2
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w\u”ﬂxl, ...,.’C]) ? XQJ,.M...X;FH]I” A" e
X X X; X

Fig. 3. Cascaded dense CNN

As shown in Fig. 3, the embedding layer transforms HTML text into a sequence of vectors:

H: [xlsxb s xm] H (5)

where HeR™ represents the word-embedding matrix of the HTML text of the target website, x; denotes the em-

bedding vector of the ith HTML word, m denotes the length of the HTML content-token sequence, and d denotes
the dimension of each word embedding.
After convolution, the output of each intermediate layer can be approximately represented as follows:

X, =[x0,% '], (6)

where X, eR™* , [ denotes the index of each layer, and & denotes the feature dimension.

As shown in Equation (7), the model generates the current layer’s feature maps by densely connecting the for-
mer layer output X, X, ..., X,

XI =<f(W]7[X1’X27"'7X1—1]) 9 (7)

R(l—l)xkxka

where [X), X,, ..., X,,] are the feature maps produced by layers 1 to /-1, XeR™ | we is the weight

matrix, with (/ - 1) x k being the sum of the feature map channels from the previous layers, w denotes the kernel
size, k denotes the number of output channels, and the composite function /' comprises convolution, BN, and the
ReLU activation function.

Finally, as specified in Equation (8), the final feature representation of the target HTML content is formulated
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by concatenating the features from each layer and applying the MOT Pooling operation:

Sunn = MOTPooling ([X,, X, ..., X]]) . (8

3.6 Feature Fusion in the Fully Connected Layers and Phishing Classification

In the DPMLF model, as shown in Equation (9), the characteristic features of the URL and the content features
of the HTML are concatenated and fed into two fully connected layers for in-depth semantic fusion:

Jror = Concatenate (fyry, frm)s 9

where f;,r,;, denotes the comprehensive feature representation of the target webpage, f,x, and f;, denote the
URL and HTML content features generated by Equations (4) and (8), respectively.

As shown in Equation (10), the generated feature f7,;,, is used to produce the final classification prediction
Y,

pred:
Ypred = sigmod (W X fropy, + b) , (10)

where W denotes the weight matrix, b denotes the bias term, and Y., represents the predicted result.

3.7 Incremental Learning Training Process

Given the rapid evolution of phishing attacks, classical ML models face significant challenges in adapting to new
scenarios, owing to the need for periodic retraining. Through the continuous integration of new data and metic-
ulous fine-tuning of the present model, incremental learning can rapidly and accurately identify newly emerging
phishing threats [40]. As shown in Fig. 4, the incremental learning training process comprises two distinct stages.
In the initial training stage, the model is trained using a subset of dataset records. This allows the model to com-
prehensively understand the underlying patterns. In the incremental-training update stage, new data are continu-
ously incorporated and the model is adjusted to adapt to newly emerging threats.

Pretraining data

———————=— > Initialized model %ﬂncremental trainingl——

Fig. 4. Incremental learning process of DPMLF

4 Experiment and Analysis

The experiments described in this section were conducted on a computer equipped with an Intel Xeon CPU
(4210R2.40 GHz), an NVIDIA GeForce RTX 3070 GPU (8 GB), DDR4 RAM (24 GB), and an Ubuntu oper-
ating system (18.04.6 LTS). The programming environment comprised Python programming language (3.8.18)
leveraging ML libraries, such as PyTorch 1.12.1 and scikit-learn 1.3.2.

The primary goals of the experiments were to (1) obtain the optimal configuration of the DPMLF model
through hyperparameter optimization, (2) validate and assess the performance of the DPMLF model using stan-
dard datasets, and (3) verify the overall performance of the DPMLF model by comparing it with other existing
models.

As listed in Table 1, three publicly accessible datasets were employed to train and test the proposed DPMLF
model. Dataset 1 was sourced from Github [41], Dataset 2 was obtained from Kaggle [7], and Dataset 3, a com-
prehensive and multivariate dataset, was retrieved from Zenodo [42]. Subsequently, each dataset was partitioned
into a training set and a test set in an 8:2 ratio.

100



Journal of Computers Vol. 37 No. 1, February 2026

Table 1. Description of datasets

Datasets Web tags Original sample size Sampling Total sample size  Data source
L
N
Dataset3 P}fi;?g :000000000 §§888 64000 Siﬁfﬁzzﬁz

4.1 Evaluation Metrics

In this study, phishing detection is framed as a binary classification problem, where phishing websites are taken
as positive samples and legitimate websites are taken as negative samples. The performance of the DPMLF was
evaluated using a confusion matrix in which the predicted and actual values were compared. According to the
confusion matrix, four metrics, namely accuracy, precision, recall, and F,-score, can be defined to comprehen-
sively evaluate phishing detection performance.

4.2 Determination of URL Length

A vector that is excessively short may lead to a loss of critical information, whereas an excessively long vector
can introduce irrelevant padding, thus affecting the model’s assessment of URL legitimacy [43]. The impact of
URL length variations on the detection accuracy of DPMLF was evaluated using three datasets. This experiment
only performed an accuracy test of the model based on URLs, without involving HTML.

98 99
97 98
96 97
S = 96
£ 95 =
Ry 94 § 95
g S 94
37 < 0
92
92
91 91
90 90
30 40 60 80 100 120 140 160 30 40 60 80 100 120 140 160
URL Length URL Length
(a) Datasetl (b) Dataset2
945
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N
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URL Length
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Fig. 5. Impact of URL length on accuracy
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Fig. 5 shows the variation trend of the model’s detection accuracy with an increase in URL length across the
three datasets. As observed from the experimental data shown in the figure, the detection accuracy of the model
improved significantly during the initial growth stage of the URL. The URLs of the most legitimate websites
are within 100 characters in length. Each increment in URL length, up to 100, captured a significant number of
complete URLs from the three datasets. However, when the URL length exceeded 100, the improvement in the
detection accuracy of the model was no longer evident. As shown in Fig. 5, the average detection accuracy peaks
at 100 characters. In particular, because this may cause the model to overfit, further increases in length may re-
sult in a decline in accuracy. Therefore, setting the URL length to 100 can maximize the detection accuracy while
maintaining information integrity.

4.3 Model Training

In the training phase of the DPMLF model, the Adam optimizer was employed to update the parameters at an
initial learning rate of 0.001. A weight decay mechanism was implemented in which the weight decay coefficient
was set to 0.0001 to mitigate the issue of overfitting. This strategy effectively bolsters the generalizability of
the model by leveraging L2 regularization. To verify the training effect of the DPMLF model, we recorded the
changes in the accuracy and loss function curves of the DPMLF on three datasets.

Fig. 6 records the change of accuracy and loss function curves of the DPMLF model on Datasetl. As can be
seen from Fig. 6(b), the loss function of DPMLF on the testing set drops rapidly within the first five epochs, and
reaches its minimum value at the 10th epoch; from Fig. 6(a), it can be seen that the Accuracy of the DPMLF
model on the testing set can reach 99% at the Sth epoch, indicating that the model has a relatively fast conver-
gence speed.

Fig. 7 records the change of accuracy and loss function curves of the DPMLF model on Dataset2. As shown in
Fig. 7(b), the loss function of DPMLF on the training set drops rapidly within the first eight epochs, and becomes
stable afterward. The loss function of the testing set reaches the minimum at the 8th epoch, and then starts to rise
owing to overfitting. At this point, training can be terminated early to retain the optimal performance (as shown
in Fig. 7(a)) of the model.

Fig. 8 records the change of accuracy and loss function curves of the DPMLF model on Dataset3. As shown in
Fig. 8(b), the loss function of DPMLF on the testing set reaches the minimum value at the 10th epoch; however,
after the 10th epoch, the loss starts to increase owing to the overfitting of the model. At this point, the training
can be terminated early to retain the optimal performance (as shown in Fig. 8(a)) of the model.

Based on the above data and analysis, the DPMLF model converged rapidly when trained on the three data-
sets.
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Fig. 6. Accuracy and loss function curves of the DPMLF model on Dataset!
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Fig. 8. Accuracy and loss function curves of the DPMLF model on Dataset3

4.4 Determination Hyperparameters of DPMLF

Precisely optimizing the key hyperparameters is essential to precisely optimize the key hyperparameters to en-
hance the generalization ability and accuracy of the DPMLF model. These hyperparameters include the sizes of
the convolution kernels for extracting URL features and the number of cascaded convolutional blocks used to
extract the HTML content, which is also known as the network depth. By optimizing these hyperparameters, we
can not only accurately evaluate the performance of the model in complex environments but also ensure its effec-
tiveness and reliability in practical applications.

Convolutional Kernel Size. The sizes of the convolution kernels (denoted as n, and n,) are crucial for effective-
ly capturing key information from URLs, specifically for extracting features from continuous character sequence
segments. In neural networks, short convolutional kernel sizes have fewer parameters and a higher computational
efficiency. However, they may lead to a decrease in model Accuracy for reasons such as an extremely poor abili-
ty to perceive long-distance dependencies or global patterns and weak nonlinear transformation capabilities that
make it difficult to model complex functions. However, as the convolutional kernel size increases, the number of
model parameters increases sharply, which directly affects the detection efficiency of the model. Simultaneously,
an excessively large convolutional kernel blurs local details, thereby weakening the model’s ability to capture
and perceive local features.

We adjusted the convolution kernel sizes within the range of 4-15 to obtain the optimal convolution kernel
sizes, and the impact of these different sizes on the accuracy of the model was evaluated. In this experiment, a
convolutional layer with 64 channels was adopted, the length of the URL sequence was set to a fixed value of
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100, and the dimensionality of character embedding was configured as 16. This experiment only conducted an
Accuracy test of the model based on URLs, without involving HTML.

Experimental validation was performed Dataset! listed in Table 1, and the comprehensive results are present-
ed in Fig. 9(a). Among all the tested convolution kernel sizes, kernels with lengths of 8 and 12 demonstrated a
comprehensive optimal performance. As shown in Fig. 9(a), although large convolutional kernels lead to a cer-
tain improvement in accuracy, the sharply increasing number of parameters is bound to consume more memory
and computing resources. For instance, in this subfigure, when the convolutional kernel size is 13, the accuracy
of the model on the training set is 99.9%, which is only 0.04% higher than that when the convolutional kernel
size is 12. Consequently, the model consumed more underlying resources while achieving a greater improvement
in accuracy.

Through further experimental validation, such as the experimental results conducted on Dataset2 (Fig. 9(b))
and Dataset3 Fig. 9(c), it was also found that combining the convolution kernel of length 8 with that of length 12
could achieve a comprehensive optimal performance.

Based on the above experimental results, the convolution kernels of different sizes (8 and 12) can extract
features with different granularities from the same input URL. The combined use of convolutional kernels with
sizes of 8 and 12 can significantly improve the accuracy of the model in detecting phishing URLs. For instance,
in subsequent experiments, the model achieved accuracies of 97.06% (Table 2), 97.66% (Table 3), and 94.30%
(Table 4) for Datasetl, Dataset2, and Dataset3, respectively.
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Fig. 9. Impact of different convolutional kernel sizes on the Accuracy of the DPMLF model

Depth of Cascaded Dense-connected Convolutional Network. An initial convolutional layer with 32 output
channels and a kernel size of 1 x d was used to transform the initial feature dimension from d to 32 to assess the
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effect of the depth of the cascaded dense convolutional networks on the model performance. In each subsequent
layer, a convolutional layer with 32 output channels and a kernel size of three was employed, followed by a pool-
ing layer with a stride of two to reduce feature redundancy.

In the experiments, the HTML sequence length m was set to 1000 and the word-embedding dimension d was
set to 16. The accuracy was evaluated as the number of convolutional blocks increased. As shown in Fig. 10, the
accuracy of the model for the three datasets improves significantly as the depth increases from one to three con-
volutional blocks. However, further increases in the number of convolutional blocks led to diminishing returns,
and the performance slightly declined. In Dataset 2, the accuracy of the model showed a relatively significant de-
cline. When the data distribution is complex, or the sample size is limited, an excessive number of convolutional
blocks may lead to model overfitting. Therefore, to balance model performance and complexity, a depth of three
convolutional blocks was selected for the cascaded dense convolutional network.

4.5 Ablation Experiments

In this section, the influence of diverse input methods on the performance of the model is analyzed via feature
ablation experiments. Three input methods were employed in these experiments: utilizing only the URL, using
only the HTML content, and simultaneously leveraging both the URL and HTML content.

Tables 2, Table 3, and Table 4 summarize the test results of the DPMLF model on Datasets 1, 2, and 3, re-
spectively, without incremental training. The findings indicate that the detection performance of the model is
optimal when it learns from both the URL and HTML features. The URL provides webpage address information,
whereas the HTML captures the semantic features of the page. The combination of these two inputs significantly
enhanced detection accuracy.
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Fig. 10. Impact of network depth on the Accuracy of the DPMLF model
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Table 2. Performance evaluation results in Dataset] (%)

Input Accuracy  Precision  Recall F,-score
URL 97.06 96.45 97.20 96.82
HTML 98.98 98.76 99.04 98.90
URL+HTML 99.54 99.34 99.67 99.51

Table 3. Performance evaluation results in Dataset2 (%)

Input Accuracy  Precision  Recall F,-score
URL 97.66 97.50 97.80 97.65
HTML 96.37 95.99 96.69 96.34
URL+HTML 99.10 98.74 99.44 99.09

Table 4. Performance evaluation results in Dataset3 (%)

Input Accuracy  Precision  Recall F,-score

URL 94.30 94.20 94.40 94.20

HTML 96.87 96.00 97.81 96.90
URL+HTML 98.26 98.59 98.00 98.29

4.6 Model Performance Validation of Incremental Training Method

A progressive incremental training strategy was implemented to enhance the model performance. In this exper-
iment, we first use Datasetl for pretraining to grasp the data features. Subsequently, we applied the model pa-
rameters trained in Dataset] and Dataset2 for further training and testing to adapt to the new data. Next, we used
Dataset3 to train and test the model, and further optimize its performance. Finally, we reapplied the model to
Datasetl for fine-tuning and testing to ensure an improvement in the model performance.

As summarized in Table 5, the incremental learning process resulted in a notable enhancement in the perfor-
mance of the DPMLF model as the quantity of pretraining data increased.

Table 5. Incremental training the DPMLF (%)

Dataset Accuracy Precision Recall F,-score
Dataset] DPMLF 99.54 99.34 99.67  99.51
DPMLF cementat 99.55 99.34 99.69  99.52
Dataset? DPMLF 99.10 98.74 99.44  99.09
DPMLF |, cremental 99.17 99.05 99.29  99.17
Dataset3 DPMLF 98.26 98.59 98.00  98.29
DPMLF | .cmental 98.28 98.64 98.00  98.31

4.7 Overall Performance of DPMLF

In this section, the DPMLF model is compared with six existing relevant phishing detection models. Among
these six models: (1) PhishTrim [44] leverages a skip-gram pretraining model to generate the initial URL embed-
dings. Subsequently, it deploys a BiLSTM network to capture context-dependent relationships and utilizes dif-
ferent-scale CNNs to extract local features. (2) CNN-fusion [6] adopts a multiscale parallel CNN strategy to ex-
tract character combination features from URLs. These features are then classified using a fusion technique. (3)
Web2Vec [41] regards URLs, HTML page content, and DOM structures as sequences of words and characters.
It employs a hybrid DL network (comprising CNN and BiLSTM) to extract both local and global features. Prior
to classification, an attention mechanism is applied to enhance the significant features. (4) WebPhish [7] embeds
the original URLs and HTML content, converts word sequences into dense vectors, merges the embedding matri-
ces, and models their semantic dependencies using a convolutional layer. (5) Fuzz-URL [45] is a phishing URL
detection model that integrates a transformer network with expert knowledge offered by fuzzy logic, enhancing
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its ability to interpret and adapt to the complex patterns of phishing URLs. (6) BILSTM-URL [35] is a DL model
that detects malicious URL based on character- and word-based feature extraction.

Table 6 to Table 8 present the phishing website detection results of these models on the Datasetl, Dataset2,
and Dataset3, respectively. The experimental data clearly indicate that the DPMLF model consistently outshines
other models in phishing detection. PhishTrim, CNN-Fusion, Fuzz-URL, and BiLSTM-URL, which solely rely
on URLs, yield incomplete feature representations and subpar classification results. Web2Vec employs multi-
channel CNNs and a BiLSTM to capture more comprehensive information. However, it also incorporates noise
from URLs and HTML content, thereby diminishing its accuracy. WebPhish, which combines URL and HTML
content embeddings, encounters issues such as redundancy, heightened complexity, and reduced processing ef-
ficiency. Moreover, its single-channel CNN proves inadequate for effective feature extraction. In contrast, the
DPMLF model attains superior accuracy and efficiency by overcoming these limitations.

Table 6. Phishing detection performance on Datasetl (%)

Model Accuracy  Precision Recall F,-score

PhishTrim 96.10 94.08 97.41 95.72
CNN-Fusion 97.69 97.03 97.97 97.50
Web2Vec 99.05 98.69 98.26 99.08
WebPhish 98.81 98.38 99.03 98.70
Fuzz-URL 98.05 97.52 96.65 97.56
BiLSTM-URL 97.92 98.22 97.92 97.86
DPMLF jycremenal 99.55 99.34 99.69 99.52

Table 7. Phishing detection performance on Dataset2 (%)

Model Accuracy  Precision Recall F,-score

PhishTrim 96.14 95.87 96.09 95.98
CNN-Fusion 97.82 98.43 97.22 97.82
Web2Vec 97.98 97.43 98.21 97.82
WebPhish 98.10 98.20 98.10 98.10
Fuzz-URL 97.67 97.36 96.23 96.78
BiLSTM-URL 97.33 97.45 97.34 97.23
DPMLF | emenal 99.17 99.05 99.29 99.17

Table 8. Phishing detection performance on Dataset3 (%)

Model Accuracy  Precision Recall F,-score

PhishTrim 94.27 95.50 9291 94.21
CNN-Fusion 94.72 94.34 95.14 94.72
Web2Vec 96.80 96.72 96.88 96.76
WebPhish 97.56 97.53 97.59 97.58
Fuzz-URL 96.25 96.02 95.88 96.13
BiLSTM-URL 95.54 95.12 94.88 94.92
DPMLF | ementat 98.28 98.64 98.00 98.31

5 Conclusion

This study proposed a novel deep phishing detection model named DPMLF that seamlessly integrated the se-
mantics of URL characters and HTML content. The model accurately differentiated phishing pages from legiti-
mate pages by leveraging multilevel and fine-grained semantic features, thereby eliminating the need for expert
knowledge or third-party services. Specifically, the model deployed parallel CNNs to capture diverse semantic
information embedded within URL character sequences comprehensively. Concurrently, it utilized a cascaded
densely connected CNN to perform multiscale analysis of HTML long texts, effectively extracting long-range
textual information. Furthermore, incremental learning was incorporated into the training process. This approach
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enabled continuous updating of the knowledge base using newly acquired datasets, ensuring that the model re-
mained adaptive and effective in the face of evolving phishing threats. Future studies will focus on exploring the
integration of Web image information with semantic features. This promising avenue is expected to further en-
hance the performance and stability of the model, paving the way for more robust phishing detection solutions in
the digital landscape.
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